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< DataGate S

File View Help

o X

Azzet D De=scription Hardware Type Last Report - Last Network Group Users
Mobiug Test Mobiug (laptop) Unknown John's Towing

OIII.III.1 Florida Demo MDT Unknown None John's Towing 1

O1.III.EI Truck 100 Enfora Unknown Cellular [unknowen] Tracking Com 0

2011003414 15:03:14 <INFO:= Initializing 2ockets - binding to all IP addreszes -

2011003414 15:03:14 <INFO= Source TCP Port=3507
201103414 15:03:14 <INFO= DataHost TCP Port=3502
201140314 15:03:14 <INFO= GPRS UDP Port=4004
2011403414 15:03:14 =INFO= Globalstar UDP Port=3815
201140314 15:03:14 <INFO= Web TCP Port=80 b
2011003414 15:03:14 <INFO= HTTPS TCP Port=443

201140314 15:03:14 <INFO= COMA UDP Port=5000

201140314 15:03:14 <INFO= GPRS UDP Port=1720

2011003414 15:03:14 <INFO= Cellular TCP Port=3333

2011003414 15:03:14 <INFO> Sockets opened. Waiting for data...

m

1

Using data folder c\datagate\datal
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1.0 DataGate Overview

DataGate is the server application for the DataNet network. It acts as a gateway between mobile
assets operating on various data networks and end-user clients, allowing these clients to access the
assets through a central interface.

End-users can access the server directly through a web interface, or run other programs to access
data, including the DataNet client program (DataHost), SCADA interfaces and third-party
applications.

NOTE: DataGate requires a licence key for activation. Please contact Datalink Systems for pricing
and demonstration keys.

1.1 Versions

DataGate is provided as a single downloadable package, but the licensing process enables various
features depending on the version purchased. Three license versions are currently available:

Standard: Entry level DataGate with all standard features.

DataGate-256:  Adds AES encryption support. This allows certain devices to send data securely
with up to 256-bit keys.

Enterprise: The Enterprise version adds asset email and SMS support. The DataGate uses a
built-in email server to act as a gateway between email clients and remote assets.
It also includes an SMPP gateway interface, allowing SMS messages to be
exchanged directly with phones and modems.

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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2.0 Installation
2.1 System Requirements

Microsoft Windows 2000 or later operating system (with latest service packs)
Supports Windows 7 (32 and 64 bit) and Windows Server 2008
Pentium-class processor or better recommended

20 MB hard-disk space for program files

Additional hard-disk space required for mapping programs and historical data
SQL Server (or other OLE DB database) recommended

e E

2.2 Software Installation
DataGate is available as a setup executable from the Datalink website:

http://www.datalinksystemsinc.com/download.html

This installation should be run under an Administrator account. Download and run the executable file
to start the setup process. A User Account Control window may prompt you to allow the setup
program to make changes to your computer. Select

The DataGate installation wizard will then appear (see Figure 1) to guide you through the setup
process.

-
‘L) Setup - DataGate =

Welcome to the DataGate Setup
Wizard
This will install DataGate on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Figure 17 Installation program

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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During the installation, a search is made for any existing DataGate configuration file (datagate.ini). If
a file is found, its location will be selected as the default data location. You may modify this location,
in which case you will be prompted to copy the existing configuration file to the new location. If not
copied, the new installation of DataGate will use default settings.

If no existing installation is found, the default data location is set to \DataGate on the system drive.

In a fresh installation, DataGate will create fdatag flogg and fbackupofolders inside the main data
folder. The location of these folders can be changed on the DataGate Options window. See section
17.0 for details on the folders and files that are used by DataGate.

If security is a concern, it is recommended to manually change the permissions on the
DataGate folders to prevent unauthorized access to settings and data. If permissions are
changed, ensure DataGate is run under a user account with access to these folders.

When the set-up program completes, there will be a shortcut to DataGate in the Windows Start menu
under AStart/ Al Programs/ Dat aNeto (assuming the
set-up process), and also on the Desktop and/or quick launch toolbar if selected. Select one of these
shortcuts to start DataGate.

It is recommended that DataGate operators periodically check the Datalink downloads website for
updated versions. Updates can be installed by installing the new version over the top of the current
program. No data or history files will be overwritten when updating.

DataGate may be uninstalled using the Add/Remove Programs feature on the Windows Control
Panel. Note that data and history files will not be erased during this process.

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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2.3 Running as a Service

DataGate can be run as a service by installing the DataGate Service program. This is available for
download from the Datalink downloads page. Download and run setup.exe to install the service

(named fAiDataGate Serviceo) in the list of Window
through the Services console (shown in Figure 2) available under Administrative Tools in Windows.
[ 24 Services [ = | E é ]

File  Action WView Help

¢ EEc= HmE » o nwp

o Services (Local) " Services [Local)
DataGate Service Mame ‘ Description Status Startup Type Log On As -
] #*4 DataGate Service DataMet Ser... Local Syste...
Stop the service o, DCOM Server Pro... The DCOM...  Started Automatic Local Syste... | |
Bestart the service ' ) ] ] T
Ly Desktop Window ... Provides De... Started Autormatic Local Syste...
S DHCP Client Registers an.. Started Automatic Local Service
Description: ‘.. Diagnostic Policy ... The Diagno... Started Automatic Local Service
DataMet Server e . . . .
% Diagnostic Service... The Diagno...  Started Manual Local Service
% Diagnostic System.., The Diagne... Manual Local Syste..
oo Disk Defragmenter  Provides Dis... Manual Local Syste...
oy Distributed Link Tr... Maintains li...  Started Automatic Local Syste...
L Nistributed Transa... Coordinates... hanual Metwork 5... i

\ Extended AStandard/‘

Figure 21 Windows services

Double-click on the DataGate Service entry to access its properties. The properties page provides
settings to control startup type (automatic or manual), manual controls for starting and stopping the
service, and log on settings. Set the service for automatic start to ensure DataGate runs whenever
the PC is turned on.

Because services run before a user logs in to Windows, each service is assigned a user account to
log in under. By default, DataGate uses the local system account, which provides full access to all
local resources. It is recommended to change this account to match the Administrator user that
installed DataGate. Simply enter the username and password under the Log On tab on the service
properties screen (see Figure 3). This user account will be used later to allow the service to log in to
the database server.

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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DataGate Service Properties (Local Computer) @

General | Log On | Recovery | Dependencies|

Log on as:

(7 Local System account

Allow service to interact with desktop

i@ This account: MDataGate Browse. ..

EESSWDrd: FEERRRRRRRRRRRR

Ql:ll‘lfil'l'l'l passwcun:l: I ITIITI I I Y]

Help me configure user accourt log on options.

oK) (s ) [

Figure 31 Service Log On settings

Note: when DataGate is running as a service, it is not possible to access the user interface. If this
becomes necessary (to change options or settings not available via the web interface), then the
service must be stopped before the GUI can be opened using the DataGate link on the Windows
Start menu. When finished, the GUI can be closed and service manually restarted.

2.3.1 Running under a non-admin account

The DataGate service can be set to run under a standard (not administrator) user account, but it will

not be allowed access to the main DataGate server component by default. To enable access, you will

need to editthe serverper mi ssi ons using the Windows Componen
COMEXPMSC /320 to open the wutility, select Compone
Config, thenright-c | i ck on DataGate. Server and select prop
for the Launch and Activati on Pmissions siadove Ads the usdr e n
account you wish to give access to DataGate, and then make sure it has Local Launch and Local

Activation permissions.

This account will also need the necessary file and network permissions required by DataGate.

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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2.4 Database Installation

It is highly recommended to operate DataGate with the optional database interface. By default,
DataGate uses the local file system to store data and history in a flat file system. This requires no
extra installation steps, and is easy to maintain. However, several newer DataGate features, such as
web-based historical reports, require a database. We recommend using SQL Server, although most
database servers with OLE DB drivers will also work (such as MySQL, Oracle and Advantage).

The database can be installed on the same PC as DataGate, or on another server accessible via a
network connection. The following section describes a typical SQL Server installation process.

2.4.1 SQL Server Installation

Use an existing SQL Server installation, or download the free SQL Server Express edition from
Mi crosoftds website. I f downl oadi ng, makFRgursdur e vy
shows the SQL Server installation program.

=

T SQL Server Installation Center [ B e

Planning LH Mew installation or add features to an existing installation.

- Launch a wizard to install SQL Server 2008 B2 in a non-clustered environment or to
Installat

on add features to an existing SQL Server 2008 B2 instance,
Maintenance
T ﬁ Upgrade from SQL Server 2000, SQL Server 2005 or SOL Server 2008

ools
Launch a wizard to upgrade S0L Server 2000, 5QL Server 2005 or SOL Server 2008 to
Resources SQL Server 2008 R2.
R TEIEEE EE' Search for product updates
Options Search Microsoft Update for SQL Server 2008 R2 product updates.
T&Q—,Mu‘.ma:'
4~ SQLServerzoogr2
Figure 41 SQL Server Installation Center
Sel ect ANew installationd to instal./l SQL Server.

which starts with a check for required support files. You will be prompted if it is necessary to
download other Windows software or updates before proceeding.

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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Under the Feature Selection step (Figure 5), make sure the Management Tools option is selected.
This will install SQL Server Management Studio, which is used to add and edit databases.

-
15 5QL Server 2008 R2 Setup

m@ﬂ

Feature Selection

Setup Support Rules

License Terms

Feature Selection

Installation Rules

Instance Cenfiguration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Select the Express with Advanced Services features to install,

Eeatures:

Instance Features
Database Engine Services
SQL Server Replication
Shared Features
Management Tools - Basic
SQL Client Connectivity SDE
Redistributable Features

Select Al ] ’ Unselect All

Description:

Server features are instance-aware
and have their own registry hives.
They support multiple instances on a
computer.

Shared feature directeny: C:\Program Files\Microsoft SQL Servert

Shared feature directory (x86): C:hProgram Files (x86)\Microsoft SQL Server

< Back ” Next > ” i ” Help

Figure 51 SQL Server feature selection

© 2000 -2012 Datalink Systems, Inc.
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The Instance Configuration step (Figure 6) allows you to assign a name to this installation. This is
useful if you will be running more than one instance of SQL Server on the same machine. Selecting
the Default Instance option means that this SQL Server can be accessed without a name.

This page also lists any existing SQL Server instances.

#5 SQL Server 2008 R2 Setup EES IS

Instance Configuration

Specify the name and instance ID for the instance of SQL Server, Instance ID becomes part of the installation path.

Setup Suppoert Rules (7) Default instance
bEae fare @ Mamed instance: DATAGATE
Feature Selection
Installation Rules
Instance Configuration Instance ID: DATAGATE
Disk Space Requirements
] . Instance roct directony:  C\Program Files\Microsoft SQL Servert, D
Server Configuration = 4

Database Engine Configuration

SIS SQL Server directory:  C\Program Files\Microsoft SQL Server\MSSQL10_S0.DATAGATE

Installation Configuration Rules

Installation Progress Installed instances:

Complete Instance Mame Instance ID Features Edition Yersion
SOQLEXPRESS MSSQL0.5QLEXP... | SQLEngine SQLEN.. |Express 10.2.5500.0
<5hared Compon... S5MS 10.51.2500.0

< Back ” Next > ” P— ” Help

Figure 6 1 SQL Server instance configuration
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DataGate Manual (4.7) Page 12

At the Server Configuration step (Figure 7), you will be prompted to enter account names and startup
types for the SQL Server services. The default accounts provide full access to all local resources, so
it may be desired to use a standard user account to reduce security risks. More information on these
choices is available on the Microsoft website.

-

#5 SQL Server 2008 R2 Setup = | B | S

Server Configuration

Specify the service accounts and collation configuration,

Setup Support Rules Service Accounts | Collation

License Terms

. Microsoft recommends that you use a separate account for each SQL Server service,
Feature Selection

Installation Rules Service Account Name Password Startup Type
Instance Configuration SQL Server Database Engine MT AUTHORITY\METW... [Automatic -
Disk Space Requirements 5QL Server Browser NT AUTHORITYALOCA,... [Manual -
Server Configuration

Database Engine Configuration -
Usze the same account for all SQL Server services

Error Reporting
Installation Configuration Rules
Installation Progress

Complete

Figure 71 SQL Server service accounts
Make sure the SQL Server Database Engine service is set to start automatically.

The SQL Server Browser service is not required, but it will make it easier to find this installation if
browsing for the database from other machines.

© 2000 -2012 Datalink Systems, Inc. www.datalinksystemsinc.com
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Next is the Database Engine Configuration step (Figure 8). It is recommended to use Windows
authentication mode, where a user is automatically authenticated using the currently logged on
Windows user account. Mixed mode can also be selected if it is desired for users to connect using a
simple username and password. If using mixed mode, enter a password for the special system
administrator (sa) account.

Figure 8 SQL Server accounts

Specify one or more administrator accounts to allow these users to configure the database. It is
recommended to use the current user.

This page also allows the selection of data directories if desired.
The next few steps will install the server software. Once complete, you will have a shortcut to the

SQL Server Management Studio program wnmdeSQLt he W
Server o menu.
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