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1.0 DataGate Overview 
DataGate is the server application for the DataNet network. It acts as a gateway between mobile 
assets operating on various data networks and end-user clients, allowing these clients to access the 
assets through a central interface. 
 
End-users can access the server directly through a web interface, or run other programs to access 
data, including the DataNet client program (DataHost), SCADA interfaces and third-party 
applications.  
 
NOTE: DataGate requires a licence key for activation. Please contact Datalink Systems for pricing 
and demonstration keys. 
 

1.1 Versions 

DataGate is provided as a single downloadable package, but the licensing process enables various 
features depending on the version purchased. Three license versions are currently available: 
 
Standard: Entry level DataGate with all standard features. 
DataGate-256: Adds AES encryption support. This allows certain devices to send data securely 

with up to 256-bit keys. 
Enterprise: The Enterprise version adds asset email and SMS support. The DataGate uses a 

built-in email server to act as a gateway between email clients and remote assets. 
It also includes an SMPP gateway interface, allowing SMS messages to be 
exchanged directly with phones and modems. 
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2.0 Installation 
2.1 System Requirements 

¶ Microsoft Windows 2000 or later operating system (with latest service packs) 

¶ Supports Windows 7 (32 and 64 bit) and Windows Server 2008 

¶ Pentium-class processor or better recommended 

¶ 20 MB hard-disk space for program files 

¶ Additional hard-disk space required for mapping programs and historical data 

¶ SQL Server (or other OLE DB database) recommended 
 

2.2 Software Installation 

DataGate is available as a setup executable from the Datalink website: 
  
http://www.datalinksystemsinc.com/download.html 
 
This installation should be run under an Administrator account. Download and run the executable file 
to start the setup process. A User Account Control window may prompt you to allow the setup 
program to make changes to your computer. Select ñYesò to continue with the setup. 
 
The DataGate installation wizard will then appear (see Figure 1) to guide you through the setup 
process. 
 

 
Figure 1 ï Installation program 

 

http://www.datalinksystemsinc.com/download.html
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During the installation, a search is made for any existing DataGate configuration file (datagate.ini). If 
a file is found, its location will be selected as the default data location. You may modify this location, 
in which case you will be prompted to copy the existing configuration file to the new location. If not 
copied, the new installation of DataGate will use default settings. 
 
If no existing installation is found, the default data location is set to \DataGate on the system drive. 
 
In a fresh installation, DataGate will create ñdataò, ñlogò, and ñbackupò folders inside the main data 
folder. The location of these folders can be changed on the DataGate Options window. See section 
17.0 for details on the folders and files that are used by DataGate. 
 
If security is a concern, it is recommended to manually change the permissions on the 
DataGate folders to prevent unauthorized access to settings and data. If permissions are 
changed, ensure DataGate is run under a user account with access to these folders. 
 
When the set-up program completes, there will be a shortcut to DataGate in the Windows Start menu 
under ñStart/All Programs/DataNetò (assuming the default program group was selected during the 
set-up process), and also on the Desktop and/or quick launch toolbar if selected. Select one of these 
shortcuts to start DataGate. 
 
It is recommended that DataGate operators periodically check the Datalink downloads website for 
updated versions. Updates can be installed by installing the new version over the top of the current 
program. No data or history files will be overwritten when updating. 
 
DataGate may be uninstalled using the Add/Remove Programs feature on the Windows Control 
Panel. Note that data and history files will not be erased during this process. 
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2.3 Running as a Service 
DataGate can be run as a service by installing the DataGate Service program. This is available for 
download from the Datalink downloads page. Download and run setup.exe to install the service 
(named ñDataGate Serviceò) in the list of Windows services. The service properties can be edited 
through the Services console (shown in Figure 2) available under Administrative Tools in Windows. 
 

 
Figure 2 ï Windows services 

 
Double-click on the DataGate Service entry to access its properties. The properties page provides 
settings to control startup type (automatic or manual), manual controls for starting and stopping the 
service, and log on settings. Set the service for automatic start to ensure DataGate runs whenever 
the PC is turned on. 
 
Because services run before a user logs in to Windows, each service is assigned a user account to 
log in under. By default, DataGate uses the local system account, which provides full access to all 
local resources. It is recommended to change this account to match the Administrator user that 
installed DataGate. Simply enter the username and password under the Log On tab on the service 
properties screen (see Figure 3). This user account will be used later to allow the service to log in to 
the database server. 
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Figure 3 ï Service Log On settings 

 
Note: when DataGate is running as a service, it is not possible to access the user interface. If this 
becomes necessary (to change options or settings not available via the web interface), then the 
service must be stopped before the GUI can be opened using the DataGate link on the Windows 
Start menu. When finished, the GUI can be closed and service manually restarted. 
 

2.3.1 Running under a non-admin account 

The DataGate service can be set to run under a standard (not administrator) user account, but it will 
not be allowed access to the main DataGate server component by default. To enable access, you will 
need to edit the server permissions using the Windows Component Services utility. Run ñMMC 
COMEXP.MSC /32ò to open the utility, select Component  Services/Computers/My Computer/DCOM 
Config, then right-click on DataGate.Server and select properties. Under Security, select ñCustomizeò 
for the Launch and Activation Permissions, then ñEditò to open the permissions window. Add the user 
account you wish to give access to DataGate, and then make sure it has Local Launch and Local 
Activation permissions. 
 
This account will also need the necessary file and network permissions required by DataGate. 
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2.4 Database Installation 
It is highly recommended to operate DataGate with the optional database interface. By default, 
DataGate uses the local file system to store data and history in a flat file system. This requires no 
extra installation steps, and is easy to maintain. However, several newer DataGate features, such as 
web-based historical reports, require a database. We recommend using SQL Server, although most 
database servers with OLE DB drivers will also work (such as MySQL, Oracle and Advantage). 
 
The database can be installed on the same PC as DataGate, or on another server accessible via a 
network connection. The following section describes a typical SQL Server installation process. 
 

2.4.1 SQL Server Installation 

Use an existing SQL Server installation, or download the free SQL Server Express edition from 
Microsoftôs website. If downloading, make sure you select the option with database tools. Figure 4 
shows the SQL Server installation program. 
 

 
Figure 4 ï SQL Server Installation Center 

 
Select ñNew installationò to install SQL Server. The installation wizard then begins the setup process, 
which starts with a check for required support files. You will be prompted if it is necessary to 
download other Windows software or updates before proceeding. 
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Under the Feature Selection step (Figure 5), make sure the Management Tools option is selected. 
This will install SQL Server Management Studio, which is used to add and edit databases. 
 

 
Figure 5 ï SQL Server feature selection 
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The Instance Configuration step (Figure 6) allows you to assign a name to this installation. This is 
useful if you will be running more than one instance of SQL Server on the same machine. Selecting 
the Default Instance option means that this SQL Server can be accessed without a name. 
 
This page also lists any existing SQL Server instances. 
 

 
Figure 6 ï SQL Server instance configuration 
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At the Server Configuration step (Figure 7), you will be prompted to enter account names and startup 
types for the SQL Server services. The default accounts provide full access to all local resources, so 
it may be desired to use a standard user account to reduce security risks. More information on these 
choices is available on the Microsoft website. 
 

 
Figure 7 ï SQL Server service accounts 

 
Make sure the SQL Server Database Engine service is set to start automatically. 
 
The SQL Server Browser service is not required, but it will make it easier to find this installation if 
browsing for the database from other machines. 
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Next is the Database Engine Configuration step (Figure 8). It is recommended to use Windows 
authentication mode, where a user is automatically authenticated using the currently logged on 
Windows user account. Mixed mode can also be selected if it is desired for users to connect using a 
simple username and password. If using mixed mode, enter a password for the special system 
administrator (sa) account. 
 

 
Figure 8 ï SQL Server accounts 

 
Specify one or more administrator accounts to allow these users to configure the database. It is 
recommended to use the current user. 
 
This page also allows the selection of data directories if desired. 
 
The next few steps will install the server software. Once complete, you will have a shortcut to the 
SQL Server Management Studio program under the Windows ñStart/All Programs/Microsoft SQL 
Serverò menu. 


























































































































































