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1.0 ABSTRACT
General Information
This test report details the test requirements and procedures for Acceptance Testing of Select
Engineering Services (SES) Automated Injury Detection (AID) System identified as AID 10022-SSS.
The customer is Montgomery County Sheriff’s Department (MCSO) in Virginia.

AID Description
The AID system consists of two flexible sensors, front and back, that have a conductive ink trace
printed on them. The trace is connected to a communications module and the sensors are
inserted into the officer’s protective vest.
The AID system provides help in seconds when the sensor has been pierced by a bullet, knife or
shrapnel. The AID sensor sends an automated emergency alert to a phone, radio or via other
communication system. The automated and instant emergency alert helps save lives. Once hit, an
officer or warfighter often needs to fight, flee or becomes incapacitated such that they are unable
to get help immediately. AID improves the ability and speed at which they can get medical
attention and/or backup help in the fight against the attacker.

Problems Solved
•
•
•
•
•
•

Officers are being ambushed - incapacitated and unable to communicate
Officer communication required under fire for situational awareness
Command may be unaware personnel have been shot
Number of injuries and exact location of injured is often unknown
Fluid nature of pursuit often has officer’s last known location wrong
Witness information is often inaccurate

AID Communication Module
For MCSO the driving requirement for connectivity and communication was that the AID
system must send an emergency alert to the Kenwood NX-5300 radio and the user’s phone. Most
officers carry a personal phone and AID is compatible with Android-based phones. Since the
radio only supports Bluetooth classic and AID uses Bluetooth Low Energy (version 4) to connect
with the phone, we designed the module to support both versions of Bluetooth.
The AID communication module is powered by a rechargeable Lithium Polymer battery that can
last for over two years. The module has a rugged micro-B USB port for charging and
provisioning (See Figure 1: AID Communication Module attached to Sensor).
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Figure 1: AID Communication Module Attached to Sensor

Android Phone Pairing

The AID module pairs with an Android phone using the AID app (found in the Google Play
Store). The Bluetooth Low Energy (BLE) portion of the module broadcasts as a device available
to pair. The pairing process is managed through the AID app on the phone.
Kenwood Radio Pairing

The Kenwood NX-5300 radio operates as a Bluetooth device (i.e. not the host) so the AID
module must perform the pairing. That is accomplished using the AID Config PC application.

AID Software Applications
The AID system includes two software applications, an Android-based AID app and the AID
Config PC application. The AID app is required for wirelessly connecting, set-up, and operation
with a smartphone. The AID Config application runs on a Windows PC and connects via USB to
the AID module. AID Config provides the pairing function with the radio. It’s also possible to
test the AID system using AID Config – when selected, the AID system will automatically send
the emergency alerts to the radio and phone as if the sensor has been pierced.
AID Operation
Once paired with a phone and radio, there is little to no interaction required with the AID system
– only the occasional check on battery life and, if desired, an infrequent test of the system.
When a sensor has been pierced, the AID system will automatically perform the following
functions:
Via Phone
- Sends an SMS message to the recipient(s) (see
Figure 1: SMS Message Received by Recipient)
based on the list of SMS numbers the user had
entered during set-up (The Sheriff wants him and
captains to be notified). The message includes:
o Notification of the injury and zone
(upper/lower front/back)
Figure 1: SMS Message Received by Recipient
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-

o The officer’s name and any other personal information (e.g. blood type, allergies)
entered during set-up
o Link to the officer’s location based on the phone’s GPS
location (see Figure 2: SMS Link Displays Location on
Google Maps).
Initiates a phone call to a recipient based on the phone number that
was entered during the set-up.

Via Radio
- Activates a custom radio button that sends an ‘MCSO SHOT
DETECT’ alert message to every radio in the network
- Sends the GPS location based on the radio’s GPS location to the radio
network
AID has the ability to send additional information through the radio such
Figure 2: SMS Link Displays
as the injury zone and officer’s personal information but Montgomery
Location on Google Maps
County has a single, analog channel that is used for all voice and data.
We’ve limited the amount of data sent in order to keep the channel clear for follow-on
communications.
To send the alert, the radio side-button (#3) was programmed to do that function manually (by
holding the button down for 3 seconds - to avoid accidental button presses). The AID command
virtually activates the button immediately.

AID Sensor with Bluetooth
Attack location (GPS) sent to All officer
radios, dispatch and cell phones in 7 seconds
or less

2.0 and 4.0 Transmitters

Piercing incident in
Front or Back Sensor
from bullet, knife,
shrapnel, etc.
automatically sends
Emergency Signal

LINK

ENTIRE NETWORK

INTRA AREA NETWORK
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Montgomery County Dispatch
Montgomery County uses DataLink Systems Inc. software to parse the message information
from the base unit radio. The information is presented to dispatch on a dedicated display using
the county GIS mapping software.

Acceptance Testing Summary
The purpose of the test was to evaluate the performance of AID in various MCSO operational
environments.
Different operational scenarios were used to test the AID injury detection, connection of AID
communications module to phone and radios, and the transmission and notification capabilities.
Two tests were conducted at the Montgomery County Courthouse and two tests were conducted
at a local school. The purpose was to prove the AID technology could provide automated alerts
in a variety of locations.
A simulated traffic stop test was also performed to verify the AID communications module has
sufficient range to maintain connectivity if the officer leaves his cell phone in the patrol car and
has to depart the patrol car to approach the vehicle that has been stopped.
A final test was performed in the tunnel that connects the jail to the court room to prove the AID
system could transmit a signal in this area.
The Automatic Injury Detection system passed all tests.
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2.0 REFERENCES

(a) Select Engineering Services Automatic Injury Detection (AID) system P/N AID 1002-SSS
(b) Montgomery County Sheriff Purchase Order: 20160274-00
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3.0 ADMINISTRATIVE INFORMATION

Customer: Montgomery County Sheriff’s Department.
Purchase Order No.:

20160274-00

Test Item Description: SES Automatic Injury Detection (AID) System
Lot Number: Acceptance Test Lot
Test Lot Size: Four
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4.0 GENERAL TEST CONDITIONS
Four AID samples were tested by the Montgomery County Sheriff’s Department. Testing was
performed in actual environments an officer could encounter during patrol.
A knife was used to penetrate the AID Sensor to simulate the officer being attacked.
Notification of the event was sent to the cell phones and radios of all designated officers,
commanders and dispatchers on the MCSO network.
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5.0 DETAILED TEST INFORMATION
5.1

Validation of System Setup and Configuration

5.1.1

Purpose
The purpose is to validate the AID communications module will pair with
both the cell phone and Kenwood NX-5300 radio.
Android Phone Pairing
The AID module pairs with an Android phone using the AID app (found in
the Google Play Store). The Bluetooth Low Energy (BLE) portion of the
module broadcasts as a device available to pair. The pairing process is
managed through the AID app on the phone.
Kenwood Radio Pairing
The Kenwood NX-5300 radio operates as a Bluetooth device (i.e. not the host)
so the AID module must perform the pairing. This is accomplished using the
AID Config. PC Application.

5.1.2

Requirement
The AID communications module must pair with both the Android cell phone
and Kenwood NX-5300 radio and be capable of sending an alert notification.

5.1.3

Procedure
Android Cell Phone
Access the Google Play Store and download the AID app on the Android cell
phone.
Open the AID app, enter settings, select Front Device or Back Device
(whichever is desired) and choose the AID sensor serial number in order to
connect.
Kenwood NX-5300 Procedure
Connect the PC containing the AID Config application to the module via a
USB cable.
Follow the instructions on the screen to pair the radio with the
communications module.
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Functionality Test
Using the AID Config application, select the Test function to test the
connection and automatically send the emergency alerts to the radio and
phone as if the sensor was pierced.
The alert notification should appear on both the radio and phone.
5.1.4

Results
Following the instructions provided both the phone and radio were able to be
paired to the AID sensor.
A test alert notification was sent and received by both the phone and radio.
The AID system met the requirements.

5.2

Montgomery County Courthouse Test

5.2.1

Purpose
The purpose is to simulate an attack on an officer while on duty in the
Montgomery County Courthouse. Two tests were performed in the
Courthouse to prove the AID system would function in any location within the
Courthouse.
One location was a Courtroom the other was the County Attorney’s Office.

5.2.2

Requirement
Upon penetration the AID system shall transmit notification of the event via
the officer’s cell phone and radio to the cell phones and radios of all
designated officers, commanders and dispatchers on the MCSO network.
Notification shall automatically be transmitted within several seconds of the
event. Data sent shall include the officer’s ID, location and area of injury
(upper chest, lower chest, upper back, lower back). This information shall be
displayed on the designated user’s cell phone and on the display in the
dispatch center.
Information displayed on other officer’s radios shall include notification of the
event and the ID of the officer that has been attacked. The dispatch center
will receive the location information from the radio transmission and relay it
to other officers.

5.2.3

Procedure
An AID Sensor was brought into a Montgomery County Courtroom.
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While the AID sensor was being held in place, a Montgomery County
Sheriff’s Deputy used a knife to stab the sensor to simulate an attack.
The event was video recorded by Montgomery County Sheriff Hank Partin.
A second test was then performed on another AID system in the Montgomery
County Attorney’s Office. The same procedure was followed.
5.2.4

Results
Within seconds of the simulated attack, both the cell phones and radios
received notification of the event.
The officer’s ID and location were received. The cell phone also displayed
the area of injury.
The AID System met all requirements.
Enclosure 1, Photo 1 illustrates the simulated attack in the courtroom.
Enclosure 1, Photo 2 illustrates the simulated attack in the County Attorney’s
Office
Enclosure 1, photos 5-7 show examples of the data transmitted, received and
displayed on the cell phones and radios.

5.3

School Hallway Test

5.3.1

Purpose
The purpose is to simulate an attack on an officer while responding to an
active shooter incident in a school.

5.3.2

Requirement
Upon penetration the AID system shall transmit notification of the event via
the officer’s cell phone and radio to the cell phones and radios of all
designated officers, commanders and dispatchers on the MCSO network.
Notification shall automatically be transmitted within several seconds of the
event. Data sent shall include the officer’s ID, location and area of injury
(upper chest, lower chest, upper back, lower back). This information shall be
displayed on the designated user’s cell phone and on the display in the
dispatch center.
Information displayed on other officer’s radios shall include notification of the
event and the ID of the officer that has been attacked. The dispatch center
12

will receive the location information from the radio transmission and relay it
to other officers.
5.3.1

Procedure
An AID Sensor was brought into a hallway at the local high school.
While the AID sensor was being held in place, a Montgomery County
Sheriff’s Deputy used a knife to stab the Sensor to simulate an attack.

5.3.2

Results
Within seconds of the simulated attack, both the cell phones and radios
received notification of the event.
The officer’s ID and location were received. The cell phone also displayed
the area of injury.
The AID System met all requirements.
Enclosure 1, photo 3 illustrates the simulated attack in the hallway of the high
school.
Enclosure 1, photos 5-7 show examples of the data transmitted and received
and displayed on the cell phones and radios.

5.4

School Stairwell Test

5.4.1

Purpose
The purpose is to simulate an attack on an officer while responding to an
active shooter incident in a school stairwell and to ensure there was sufficient
coverage in different areas of the school. The purpose was also to verify if
the AID system would send multiple notifications if penetrated in more than
one of the four sensor zones of the sensor; upper chest, lower chest, upper
back, lower back.

5.4.2

Requirement
Upon penetration the AID system shall transmit notification of the event via
the officer’s cell phone and radio to the cell phones and radios of all
designated officers, commanders and dispatchers on the MCSO network.
Notification shall automatically be transmitted within several seconds of the
event. Data sent shall include the officer’s ID, location and area of injury
(upper chest, lower chest, upper back, lower back). This information shall be
displayed on the designated user’s cell phone and on the display in the
dispatch center.
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Information displayed on to other officer’s radios shall include notification of
the event and the ID of the officer that has been attacked. The dispatch center
will receive the location information from the radio transmission and relay it
to other officers.
5.4.1

Procedure
An AID Sensor was brought into a stairwell at the local high school.
While the AID Sensor was being held in place, a Montgomery County
Sheriff’s Deputy used a knife to stab the upper zone of the panel and then
quickly repeated the stabbing in the lower zone.

5.4.2

Results
It was verified that two notifications were transmitted over the cell phone, one
for the upper zone and one for the lower zone. The radio sent one notification
as designed (this is to keep the radio channel open for response). The
maximum time for the receipt of both attack notifications on the cell phones
was 7 seconds. Receipt of the notification by the radios was near
instantaneous.
The officer’s ID and location were received. The cell phone also displayed
the area of injury.
The AID system met all requirements.
Enclosure 1, photo 4 illustrates the simulated attack in the stairwell of the high
school.
Enclosure 1, photo 5 shows the notification on the radio, Photo 6 shows the
notification on the cell phone indicating the two different injuries received
during the test, upper chest, and lower chest, shown in red lettering. Photo 7
shows an example of the officer’s location being displayed on the cell phone.

5.5

Dismounted Traffic Stop Test

5.5.1

Purpose
The purpose of the test was to simulate an operational scenario when the
officer makes a traffic stop. In some instances the officer may leave his cell
phone in the car when he/she approaches the vehicle that has been stopped.
This was a test to determine whether the AID communications module had
sufficient range to stay connected to the cell phone when the officer would
approach the vehicle that was stopped.

14

5.5.2

Requirement
The AID communications module mounted on the sensor shall have the
capability of maintaining connectivity to the cell phone if the separation
between the two is 100 feet or less. This will ensure the cell phone receives
the notification from the AID sensor and transmits it to the designated
personnel and command center.

5.5.3

Procedure
An officer’s cell phone was placed inside the patrol car. The connectivity
between the cell phone and AID sensor was monitored while the AID sensor
was moved away from the cell phone.
At 100 feet the connectivity shall be checked to ensure it is still intact.

5.5.4

Results
The cell phone and AID sensor maintained connectivity at 100 feet so we
continued to extend the distance. Connectivity was still intact at 228 feet.
The test was stopped at this point since the AID system greatly exceeded the
requirements.
Enclosure 1, photo 8 displays the measured distance from the cell phone to the
AID Sensor with connectivity still intact at 228 feet.
Enclosure 1 Photo 9 shows the distance from the patrol car to the AID sensor
at 228 feet.

5.6

Jail Tunnel Test

5.6.1

Purpose
The purpose of the test was to see if the officer’s radio would have sufficient
coverage to be capable of sending out an alert notification while located in the
jail tunnel in the event of an attack.

5.6.2

Requirement
If the AID sensor is activated within the tunnel and the alert is sent to the
officer’s radio, the radio transmission must be strong enough for the
notification to reach other officer’s radios and the dispatch center.

5.6.3

Procedure
The radio was programmed to send an alert notification if the #3 button was
depressed for more than 3 seconds. This simulated the receipt of an alert from
the AID sensor and would transmit it to dispatch and other officer’s radios.
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The radio was brought into the tunnel and the #3 button was depressed for
over 3 seconds to activate the transmission of the alert.
5.6.3

Results
The alert was received by dispatch and on other officer’s radios.
The AID system met all requirements.
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ENCLOSURE 1
PHOTOGRAPHS
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MONTGOMERY COUNTY COURTROOM TEST

Photo 1
Photo of Simulated Attack in Montgomery County Courtroom
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County Attorney’s Office
Photo 2
Photo of Simulated Attack in Montgomery County Attorney’s Office
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John Bohlke
(DataSoft)

Sheriff Hank Partin

SCHOOL HALLWAY TEST

Photo 3
Photo of Simulated Attack in School Hallway
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set

1 Attack
Detection

DUAL ZONE
UPPER / LOWER

SCHOOL HALLWAY
TEST
STAIRWELL
TEST
SCHOOL HALLWAY TEST
Photo 4

Photo of Simulated Multi-Zone Attack in School Stairwell

OL HALLWAY TEST
OOL HALL SCHOOL HALLWAY TEST
W SCHOOL HALLWAY TEST
AY TEST
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Attack
Detection

Photo 5
Photo of Attack Notification on the Radio
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Photo 6
Photo of Multi-Zone Attack Notification Displayed on Cell Phone
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Attack
Location

Photo 7
Photo of Attack Location Displayed on Cell Phone
School Stairwell Test
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Photo 8
Photo of the AID Sensor Maintaining Connectivity at 228 feet.
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Photo 9
Photo of the Distance from the Patrol Car to the AID Sensor with Connectivity still
intact at 228 feet.
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